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AHHOTALIUS

JIaHHBIA ~ TOKYMEHT COJIEPXKUT OINUCaHWe (PYHKUMOHAIBHBIX XapaKTEPUCTHUK IPOrpaMMbl
«I[Iporpammuoe  obecneueHue g cObopa  HMHPOpPMAUMM U3  PA3HOPOJHBIX  HCTOYHHUKOB,
CTPYKTYPUPOBAaHHBIX U HECTPYKTYPUPOBAHHBIX MAHHBIX JJIs KJIACCH(PHKAIMKA M W3BJICUCHHUS 3apaHee
OINpeeNIeHHBIX CylHocTed u Kputepuen. Peraspera NeuroDoc» (nmanee - Peraspera NeuroDoc) u
uHpOpMaInIo, HeOOXOAUMYIO /Ul YCTAaHOBKH U 3KCILTyaTanuu nporpammsl «Peraspera NeuroDocy. B Hem
COJZIEpKUTCS ONMcaHue (PyHKIIMOHATBHBIX BO3MOXKHOCTEH nporpammsl «Peraspera NeuroDoc» Bepcun 1.0
U ONHMCAaHUE MPOrPaMMHO-TEXHUYECKON cpeibl, HEOOXOIUMOMN JUIsl yCTAaHOBKH, 3aIlyCKa M HCIIOJHEHUS
nporpammsl «Peraspera NeuroDocy. B HeM conepxuTcs Takke o0Iee onrcaHue napaMmeTpoB MporpaMmbl
«Peraspera NeuroDoc», KOTOpble MOIyT MWCIOJIB30BaTbCSA I HACTpOMKU Iporpammsel «Peraspera

NeuroDoc» B COOTBETCTBUH € TPEOOBaHUSIMH KOHKPETHOM BBIUMCIUTEIEHOW YCTaHOBKH.
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HNPUHATBIE TEPMHWHBI, ObO3HAYEHUSA U COKPAIIEHU A

API (Application Programming Interface) - npuknaanoii nporpaMMHbIii ”HTEpdEIc MporpaMMbl UIH
npusoxeHus: (OMOIMOTEKH KJIACCOB U MPOLEAYP), C MOMOIIBI0 KOTOPOTO O/HA MPOrpaMMa/IpuiIoKeHue
MOYKET B3aUMOJICMCTBOBATh C APYTOM.

DaemonSet - KOHTpoJJIep, OCHOBHBIM Ha3HAYE€HHUEM KOTOPOIO SIBJSIETCS 3alyCK IMOJOB Ha BCEX
y3J1ax Kjactepa: npu AooasieHun/yaaaeHuu y3na DaemonSet aBToMaTHueCKu 100aBiIsieT/y 1aseT Mo Ha
3TOM Yy3II€.

MNAC — nnpopmManiMoHHO-aHATUTHYECKAsE CUCTEMA.

O6aaunblie Boruuciaenus (Cloud Computing) — TexHOJI0THS pacnpeaeaEéHHON 00padOTKU TaHHBIX,
B KOTOPOW KOMITBIOTEPHBIE PECYPCHI M MOLITHOCTH MPEAOCTABISIOTCS MOIH30BATENIO KaK HHTEPHET-CEPBHLC.

OpkecTpanmss - KOMIIBIOTEPHOE YIpPAaBICHHE OPKECTPOM CEPBUCOB BHYTPH  €IUHOU
MH(POPMALIMOHHBIE CUCTEMBI, KKl U3 KOTOPBIX OTBEYAET TOJBKO 3a OJHY ONpeAeiEHHYIO 337ady, a
OOIIIeHHE OCYIIECTBISETCS Yepe3 CETEeBbIE MOPTHI U O0IME KaTaJoru. 3agadeil 00IauyHoi OneparHoHHOI
CHCTEMBI SIBJISIETCSL OPKECTPALIHSI BEIUMCIUTEIBHBIX PECYPCOB M XPaHWIINIIA JAHHBIX.

O/ — uentp 06pabOTKU JaHHBIX.
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1 OIIMCAHHUE ®YHKIIMOHAJIBHBIX XAPAKTEPUCTHUK
IHPOI'PAMMBI «PERASPERA NEURODOC»

1.1

Oo0mee onucanne GQyHKIUOHAIbHBIX XaPAKTEPUCTUK

[Iporpamma mpenHasHaueHa [UIs pelIeHHs MpoOJieMbl yCKOpPEHHs MpolieccoB  cOopa,

KHaCCI/I(I)I/IKaL[I/II/I, BBIAABJICHHUA HWMCHOBAHHBIX CyIJ_IHOCTeﬁ U CMBICJIOBBIX KOHTCKCTOB B TCKCTOBBIX

MmaTepuanax. [IporpaMMa mo3BosisieT U3BJIE€KAaTh TEKCTOBBIE CYIIIHOCTH U3 (ailyioB U BEO-CTpaHMUIL, a TAKKE

coOMpaTh aHATUTHYECKYIO HH(POPMALIHIO U3 TTOJIyYEHHOTO COIEPKUMOTO0 1 0TOOpakaTh €€ B y1I00HOM /st

I10JIB30BAaTCIA BUJC.

OCHOBHBIMHU XapaKTEPUCTUKAMH NTPOTPAMMBI SIBIISIOTCS:

YHHMBEPCAIBHOCTh PAa0OTHI C PAa3HOPOAHBIMU JAHHBIMH - M3BJICYCHHE TEKCTOBOTO
COJICPKHUMOTO0, KaK U3 TEKCTOBBIX (hailyIOB, TaK M U3 HHTEPHET-CTPAHMUII;

OTCYTCTBUE PYYHOW TIOATOTOBKM HMCXOJHBIX JIAHHBIX - ABTOMAaTHUYECKOE pa30HneHue
TEKCTOBOTO CO/IEPKUMOTO Ha JIOKYMEHTHI;

IPOCTOTA KIACCU(PHUKAIIMH JIOKYyMEHTOB - aBTOMaTHYECKOE ONPECTICHHUE Kilacca JOKyMEHTa
Ha OCHOBE HCIIOJIb30BaHUS HEHPOHHBIX CETEM;

IPOCTOTA CTPYKTYPHUPOBAHUS MHPOPMALIUN - aBTOMATUYECKOE BBISBICHUE MMEHOBAHHBIX
CYIIIHOCTEU B JOKYMEHTaxX U UX 3HAYCHU;

ynoOCTBO TIOHMMaHMA KOHTEKCTAa - aBTOMATHYECKOE BBIICJICHHE TEMaTHYECKUX
(parMeHTOB Ha OCHOBE KOHTEKCTHBIX KPUTEPUEB;

yno0CTBO aHaiM3a - MpEACTaBICHUE CPOPMHUPOBAHHOW AHAIUTHUYECKON HH(OpManuu B
TaOJIMYHOM U rpaduyeckoM BUJE;

BO3MOYKHOCTh MHOTOKPATHOTO HMCIIOJIb30BaHMS PE3YJIbTAaTOB - BCE PE3yJbTaThl 00pabOTKU

JaHHBIX COXPAaHAKOTCA U MOT'YT OBITH HCIIOIBL30BAHbI JJId TIOBTOPHOI'O aHaJin3a.

3a cuér KOOpAWHAIMKM BCCX TCEXHOJOTHUYCCKUX IMPOHCCCOB Ha OCHOBC KOHTGfIHQpPB&LIHH

MHUKPOCEPBUCOB U 00pabOTKH JaHHBIX B MOTOKOBOM M MHKPOIAKETHOM PEXHMAX TOCTUTACTCS BHICOKUI

YPOBCHB Iapajljic/in3Ma 06pa60T1<1/1. Brinonnenue paciio3HaBaHusl U aHaJIM3a TCKCTOBOI'O COACPIKAHUA

(KOHTEKCTa) OCYLIECTBISETCS C IMOMOLIbIO JTOpAaOOTaHHBIX OMOTMOTEK HEMpOCeTel, HCIONIBb3YIOMIHNX

BBIYMCIHUTENLHBIE MoIHOCTH Kak CPU, Tak u GPU.

1.2

Onucanue (l)yHKIlI/IOHaJILHLIX XapaKTEePUCTUK KOMIIOHCHT IIPpOrpaMMabl

«Peraspera NeuroDoc»

[Tporpamma «Peraspera NeuroDoc» o0ecrieunBaeT BBIIOIHEHUE CIASIYIOMNX (OYHKITHIA:

aHanu3 ¢aioB (JOKyMEHTOB);

aHaJIu3 CChUIOK (CalTOB);
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— web-ananu3 (MOMCKOBBIX BBIIAY);

— BCJICHUC JIMYHOI'O KaOMHETAa M0JIH30BaTEN .

1.2.1 ®yHkuua anaansa paiioB (JOKYMEHTOB)

OyHkMs obecreynBaeT 3arpy3Ky TekcTta u3 ¢ainos cienyrommx Gopmaron: doc, docx, pdf, jpeg,
png, gif, tiff noonuHOYKe U B pexKUMe 3arpy3KH 1eJI0ro Karanora ¢aiinos, BbIIENIET B (aiiax TeKCTOBbIE
0OBEKTHI (OJIMH MM HECKOJIBKO) U OIPEIEIIseT KJIACC, K KOTOPOMY OTHOCHUTCS KXKJIbI U3 HUX.

[Tpu 3arpys3ke daiina onpeaeaeHsl caeIyoIne TUIIBL:

- CHUIIC;

- PykonucHBbIN TEKCT;

- Ckamg;

- VYcras;

- Iacnopr P®, riiaBHas cTpaHuia;
- ITacnopr P®, neuaru;

- ITacnopt P®, netu;

- ITacnopr P®, npyroe;

- Boennsiii ouer;

- Cuér-¢axkrypa;

- IlmaréxnHoe nmopyueHnue;

- 2-HADJII;

- Haxkmangnas;

- CBUIETEALCTBO;

- CBHUIETENBCTBO O CMEPTH;

- CBugerenscTBO 0 Opake;

- CBHIETENBbCTBO O PACTOPIKEHUH Opaka;

Onpenenenue kimaccu(PUKalWU, MOUCK KOHTEKCTHBIX KPUTEPUEB W HMMEHOBAaHHBIX CYIIHOCTEH
OCYIIECTBIISICTCS TOJIBKO JUIs (aiino Trumna “CkaH” — UX 0 YMOJIYAaHHIO OTHOCAT K KJaccy gorosopos (doc,
docx, pdf). ns Bcex ocTalbHBIX (PaiijIoB IPOUCXOIUT BbIIEICHUE TEKCTA.

Kaxnplif pacrio3HaHHbIN TEKCTOBBIM 00BEKT coXpaHseTcs: B 0a3y JTaHHBIX.

[Tonbp30BaTenb KIMEET BO3MOXKHOCTh BBIOPATH (haiiil, Uit KOTOPOTo OH Oy AT MPOBOIUTH AHAJHUTHUKY,
TO €CTh KJIaCCU(PHUKAIIHIO, TIOUCK CYITHOCTEH U KpUTEpHaIbHBIN ouckK. [IpenycMoTpeHa onepanus BeIOOpa
TeKyIero (aiia, HCrob3yst KOTOPYIO OJIb30BATENb IPOBOJUT aHATUTHKY C BEIOPAHHBIM PAaCIIO3HAHHBIM
TEKCTOBBIM OOBEKTOM, a TAKXKE ONepalrs OTKPbITUSA (paiiia, NCIOIB3Ys KOTOPYIO MOIb30BATENb MOXKET IS

aHAJMTHUKH BBIOPATh U3 XpaHWIHILIA (aiii, KOTOPBIH OH 3arpy3ui.
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OyHKIHS ONpeieNseT B TEKCTOBBIX 00BEKTaX SI3bIK TEKCTA (PYCCKUH, aHTTTHMICKUI) ¥ KOJIUYECTBO
cinoB B HEM. Ilosb3oBaTento NpenocTaBieHa BO3MOXKHOCTb BHM3YaJIbHOIO CPABHEHUS MCXOIAHOIO U
PACIIO3HAaHHOI'O KOHTEHTA.

@DyHKIUSA BBIMOJHACT MOUCK MMEHOBAHHBIX CYIIHOCTEH B TEKCTOBBIX 0OBekTax. OmpeneneH
CJIEYIOLIUI COCTaB PACIIO3HABAEMBIX CYLIHOCTEM:

- ©®UO;

- Hara;

- Tenedon;

- JIomXKHOCTB;

- Toponm;

— IlouTOBBIM UHJIEKC;

- HawnmmMmeHoBaHKe OpraHHU3aLuy;
- DbankoBckuil pacu€THBIN CUET;
- DbankoBckuii Kopp Cuér;

- Howmep norosopa;

- Cymma mudpamu;

- CymMmMa nponucslo;

- WHH;

- KIIII;

- OKIIO;

- OKB3/;

- OI'PH;

- BUK;

[To kaxmoil W3 HaMIEHHBIX CYHIHOCTEW MNPEACTABISAIOTCS B TAOJIMYHOM BHJE HMX 3HAYCHHUS U
KOJIMYECTBO TAaKMX 3HAUYEHUH B TEKCTOBOM oOBekTe. [IpemycMoTpeHa BO3MOXKHOCTB COXpaHEHUS
tabnuaHoro npenactasiaeHus B popmarax XLS u CSV. Beiraéres craTucTKa 10 KOJIMYECTBY HaWJCHHBIX
CYIIHOCTEH, KOJIMYECTBY HANJEHHBIX 3HAYEHUH CYIIHOCTEH C pa3OMBKOM MO KaXI0W M3 HaWJAEHHBIX
CYIIHOCTEH, KOJMYECTBY pa3IU4HbIX 3HaueHuM. OnpenenéH Cleayomuid CIUCOK KOHTEKCTHBIX
KPUTEPUEB:

- HudopmarnmonHas 6€30MacHOCTS;

- CrpourenbHble pabOTHI;

- VYcanyru cTpaxOBaHus;

- Ilpenocrasnenue nocryna B IHTEpHET;
- KpeautHslii norosop;

- Y0opka noMemieHwif;
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- Paszpaborka win HHQOPMALMOHHOE HATIOJHEHUE CaiiTa OpraHU3alny;

@OyHKIUSA BBIIOIHIET MOUCK KOHTEKCTHBIX KPHUTEPHUEB B TEKCTOBBIX 00BEKTax. KOHTEKCTHBIE
KPUTEPHH - UICKOMBIE MTPU3HAKH, UCTOYHUKOM MH(OPMAINH [T TPOBEPKH KOTOPHIX SIBIISIETCS] TEKCTOBBIN
¢parment. [lo xkaxa0oMy U3 HalJIGHHBIX KOHTEKCTHBIX KPUTEPHEB MPEACTABISIOTCA B TaOJIMYHOM BHJE
¢bparMeHTsl (MpeIIoKEeHUs1) B TEKCTE, COOTBETCTBYIOIIME JTaHHOMY KpUTepuio. Bo3MoXXHO coxpaHeHue
tabnuaHoro npenactasiaeHus B popmarax XLS u CSV. Beiraérest craTucTKa 10 KOJIMYECTBY HAWJCHHBIX
¢parMeHTOB (NMPenIokKEeHUH) B TEKCTE, COOTBETCTBYIOUIMX KOHTEKCTHBIM KPUTEPUSM U KOJIUYECTBY
YHUKAJIbHBIX KOHTEKCTHBIX KPUTEPHEB, K KOTOPHIM OTHECEHBI JaHHbIE ()parMeHThl, ¢ pa3OMBKOU IO
KaKJIOMy KOHTEKCTHOMY KPUTEPHIO.

ObecnieunBaeTCsl COXpaHEHUE KaXKAOr0 HMCXOJHOTO TEKCTOBOIO OOBEKTa W PEe3yJIbTATOB €ro

daHaJlu3a B 6a3y JAaHHBIX, 4 TAKKC OTKPBITUC COXPAHCHHBIX TAHHBIX IJIA ITPOCMOTPA U IIOBTOPHOI'O aHAJIM3A.

1.2.2 ®OyHkuuA BeJeHUs JUYHOT0 KAaOMHETAa M0J1b30BaTeNs

@OyHKIMs obecrneynBaeT ayTeHTH(PHUKALNIO TT0JIb30BaTeNs MO JIOTHHY U napoito. ObecneunBaeTcs
IIPOCMOTP CIIMCKA BBIIIOJIHEHHBIX I10JIb30BATENIEM 3arpy30K, pe3yJbTaToB aHanu3a. llonb3oBaTens uMmeer
BO3MOYKHOCTh MPOCMOTpPa CIMCKAa HCXOAHBIX (DaiIoB, CHUCKa pacro3HaHHBIX (aiinoB. Bo3zmokeH
MIPOCMOTP KaXkJ0r0 (paiiya U3 CrucKa, HaKaTHEeM Ha TUIIEPCChUIKY C MMEHEM (paiiina U3 COOTBETCTBYIOIIETO

CIIMCKa.
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2 UHOOPMALIUA, HEOBXOANMAA JJIAA YCTAHOBKHU N
IKCIINIYATALIUU ITPOI'PAMMBI «PERASPERA NEURODOC»

2.1 Hudopmauus, He0OX0AUMAS /151 YCTAHOBKHU

2.1.1 CocTaB HHCTAJIALHOHHOIO MAKETA

B cocTtaB MHCTAIIIAMOHHOIO INakera nporpaMMmsel «Peraspera NeuroDoc» BXOOUT MHCTAIIIATOP,
KOTOPBII yCTaHAaBIMBAeT YKa3aHHOE B HIKenpuBeaeHHoW Tabmune (Tabmuma 1) cBoGoaHO
pactpoctpansiemoe 10, HeoOxonumoe A GyHKIHOHUpOoBaHUs rporpammbl «Peraspera NeuroDocy.

Ta6auna 1 — CocTaB HHCTAISINMOHHOIO MMaKeTa nporpamMmsl «Peraspera NeuroDoc»

Ne IHoacucrema CBoOoano pacnpocrpansiemoe IIO | Haznayenue

1 [Toncucrema ynpasnenus | Kubernetes Dashboard Obecneuenue
OpKecTparuei Kubernetes Metrics Service OpKECTpaIiK CEPBUCOB

2 IToncucrema Keycloak Obecneuenue
MH(OPMAIIOHHO# MH(POPMALMOHHOM
GesonacHocTH 0e30macHOCTH

3 INoxcucreMa aHATUTHKY, NVIDIA Device Plugin Obecnieuenne 00padOTKH
BKJTIOYAFOIIAS MOJICIIH TensorFlow Serving JAHHBIX
MaIIMHHOTO O0y4Y€eHus U Peraspera-Neuro
CEpPBHCHI aHATTUTUKU

2.1.2 TpeOoBanus K KBATH(QUKAINH CIIEIHAINCTA, BHINOJTHAIOIIET0 YCTAHOBKY

Crernanuct gomkeH uMeTh HaBblkd padboTel ¢ OC Linux(Ubuntu), Docker, Kubernetes, mpotokosn

6e3omacuoctu OIDC (OpenID Connection).

2.1.3 TpebdoBaHus1 K 000PYI0BAHHIO

MuHuManbHble TpeOOBaHUS K OOOpPYIOBAHUIO JJS HHCTAUIALMU ©  (YHKIHOHUPOBAHUS
nporpammsl «Peraspera NeuroDocy:

1) Jis  KOppEeKTHOTO (PYHKUIMOHUPOBAHHS Cpelbl HCHOJIHEHUS MPOTrPaMMbl HEOOXOAUM
cepsep, 001aJat0MUi CIEAYIOMUMHI XapaKTePUCTUKAMU:
—  HIIY Bocemusinepusiii (8 Core);
—  JKectxkuii nuck — He Menee 250Gb;
—  OmneparuBHoii namsTu — He MeHee 16Gb;
— Buneoxapra GeForce GTX 1080, o6bem mamsitu - 8Gb.

2) Jis GyHKIMOHMPOBAaHUS TPHIIOKEHHM, 3allyCKaeMbIX B cpeiie mporpammbl «Peraspera
NeuroDocy», HeoOxoauMo 000pylOBaHHE, XapaKTEPUCTHKH KOTOPOTO IPUBEJCHHI B

HUOKeTpuBeeHHBIX Tabmunax (Tabmuna 2, Tabnuma 3).
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Tabauna 2 — TpedoBaHusA K cpele yCTAHOBKHU

HaumenoBaHue Koa-Bo sinep Koa-Bo
. Broigesiennoe Oo6bem
BUPTYAJIbHOMU POCTDARCTEO LAMSITH npoueccopa | KOHTPOJLJIEPOB
MAaIINHbI pocTp (CPUs) (NICs)

kubernetes-master-01 100 GB 8 GB 4 1

kubernetes-master-02 40 GB 8 GB 4 1

kubernetes-master-03 40 GB 8 GB 4 1

perasp-nodel 32 GB 16 GB 16 1

perasp-node2 32 GB 16 GB 16 1

Ta6auna 3 — TpedoBaHuA K PU3HMIECKHM cepBepaM
Koa-Bo
Koa-Bo
HanmenoBanme Broinesnennoe Oo0bem siep

KOHTPOJLIePOB

cepBepa NMPOCTPAHCTBO naMsaTH npoiueccopa NICs

(CPUs)

perasp-nr-01 10T'b 4 GB 2 2
perasp-nr-02 10T'b 4 GB 2 2
perasp-gp-03 10I'b 16 GB 4 2
perasp-gp-04 10I'b 16 GB 4 2
perasp-gp-05 10 TB 16 GB 4 2

2.1.4 TpeOoBaHus K CHCTEMHOMY IPOrPaMMHOMY 00ecIie4YeHHI0

TpeboBaHus, NpeabsABIsIEMble K CUCTEMHOMY MPOTPAMMHOMY OOECHEUEHHIO JIi YCTaHOBKU U

skcmuryatauuu IIporpammel «Peraspera NeuroDocey:

- ubuntu cepsep 18.04 u Brite,

- docker 19.03.2 u BhI1IIC,

— kubernetes 1.18.4 u BbIlIE

2.1.5 Ilopsinok ycTaHOBKH

s yeranoBku nporpammsbl «Peraspera NeuroDoc» Heo6xoaumo:

Ha o6opynoBaHiu, COOTBETCTBYIOIIEM TPEOOBAHUAM, IPUBEICHHBIM B IyHKTE 2.1.3:

YcranoButs Kubernetes Bepcuu He Hinke 1.18.4.

ccoUike  https://download.ec-leasing.ru/Peraspera/NeuroDoc/neuro-doc-

images.tar.gz 1 pacnakoBaTh apXHB ¢ IUCTpUOyTHBOM (Habopom MaHudpectoB Kubernetes) B
TH00YI0 YAOOHYIO TUPEKTOPHIO;
Hactpouts Mmanugectsl Kubernetes, ckoppekTUpoBaB Ip1 HEOOXOJUMOCTH B HUX 3HAUEHUS 1O

ymomyanuio (cM. Tabnuma 5).

1) PazeepnyTts OC.

2) Co3garb KJIacTEp MalIMH.
3)

4) 3arpy3urb 10

5)

6)

3amyCTUTh HMHCTAJUIITOP B KOMAHJHOM CTPOKE ONEPAallMOHHONM CHUCTEMBl C IOMOUIBbIO

CIEAYIOLIEH KOMaH/IbI:
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kubectl apply -f <mamka ¢ HacTpoeHHBIMU MaHUpECTaAMU>
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Tabamnna 4 — 3HayeHust 10 YMOJIYAHUIO HACTPaNBaeMbIX apamMmeTpos nporpammsl «Peraspera NeuroDoc»

Ne HNmsa mapamerpa 3HavyeHHe mapamMeTpa Omnucanue rpynnsl napaMeTpoB
namespace.yml
1 apiVersion vl
2 kind Namespace Hactpoiika npoctpancTsa uMeH
3 metadata neuro
4 name neuro
5
6 —
7
8 apiVersion networking.k8s.io/v1
9 kind Ingress
10 metadata
11 name neuro-api
12 namespace neuro
13 annotations
14 nginx.ingress.kubernetes.io/proxy-body-size "500m"
15 nginx.ingress.kubernetes.io/use-regex "true" HacTpoiika BHEIIHEr0 JOCTYIA K
16 nginx.ingress.kubernetes.io/rewrite-target /%3 cepBucaM neuro-analyzer, domain-
17 nginx.ingress.kubernetes.io/configuration-snippet | info, api
18 if ($request_method ='OPTIONS') {
19 add_header 'Access-Control-Allow-Origin' "$http origin";
20 add header 'Access-Control-Allow-Credentials' "true";
add header 'Access-Control-Allow-Headers' 'DNT,X-
21 CustomHeader,Keep-Alive,User-Agent, X-Requested-With,If-Modified-
Since,Cache-Control,Content-Type,Authorization';
22 return 204;
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23 }
24 if ($request_method !="OPTIONS') {
25 add_header 'Access-Control-Allow-Origin' "$http origin" always;
26 add_header 'Access-Control-Allow-Credentials' "true" always;
27 }
28 spec
29 ingressClassName nginx
30 rules
31 - host neuro.ec-leasing.ru
32 http
33 paths
34 - path /(analyzer)(/|$)(.*)
35 pathType Prefix
36 backend
37 service
38 name neuro-analyzer
39 port
40 number 8080
41 - path /(domain-info)(/|$)(.*)
42 pathType Prefix
43 backend
44 service
45 name domain-info-service
46 port
47 number 5000
48 - path /(api-server)(/|$)(.*)
49 pathType Prefix
50 backend
51 service
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Ne HNmsa mapamerpa 3HavyeHHe mapamMeTpa Omnucanue rpynnsl napaMeTpoB
52 name api-server
53 port
54 number 5000
55
56 -—-
57
58 apiVersion networking.k8s.io/v1
59 kind Ingress
60 metadata
61 name neuro
62 namespace neuro
63 spec
64 ingressClassName nginx
65 rules
66 - host neuro.ec-leasing.ru Hacrpoiika BHeIHEro 1octymna K
67 http cepBucy neuro-frontend
68 paths
69 - path /
70 pathType Prefix
71 backend
72 service
73 name neuro-frontend
74 port
75 number 80
76
77 ---
78
79 kind Secret
80 apiVersion vl
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81 metadata
82 name nexus-docker-registry
83 namespace neuro
84 data
&5 .dockerconfigjson >
eyJhdXRocyl6eylkZXZvcHMuZWMtbGVhc2luZySydSl6eyJ1c2VybmFtZS
86 [6InBlemFzcGVyYS1rOHMILCJwY XNzd29yZCI6]jVORIZyOUUybWoilLC
JhdXRoljoiY0dWeV1YTndaWEpoTFdzNGN6bzFkRVpXY 2psRk ItMXEifX
19
87 type kubernetes.io/dockerconfigjson
88
89 ---
90
91 kind Role
92 apiVersion rbac.authorization.k8s.io/v1
93 metadata
94 name neuro-admin-role
95 namespace Heuro Co3nanue posi B IPOCTPAHCTBE
MUMEH Neuro
96 rules
97 - apiGroups ["*"]
98 resources ["*"]
99 verbs ["*"]
100
101 | ---
102
103 | apiVersion rbac.authorization.k8s.io/v1
104 | kind ClusterRoleBinding I .
105 | metadata PHBSI3KH KJIaCTEPHOU POJIH
106 name neuro_admin_cluster view
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Ne HNmsa mapamerpa 3HavyeHHe mapamMeTpa Omnucanue rpynnsl napaMeTpoB
107 | roleRef
108 apiGroup rbac.authorization.k8s.io
109 kind ClusterRole
110 name view
111 | subjects
112 | -apiGroup rbac.authorization.k8s.io
113 kind Group
114 name neuro-admin
115 - apiGroup rbac.authorization.k8s.io
116 kind Group
117 name neuro-operator
118
119
120 | ---
121
122 | apiVersion rbac.authorization.k8s.io/v1
123 | kind ClusterRoleBinding
124 | metadata
125 name neuro_admin_cluster nodes view
126 | roleRef
127 apiGroup rbac.authorization.k8s.io TTpuBsKH K1aCTEpHOI POt
128 kind ClusterRole
129 name nodes-reader
130 | subjects
131 - apiGroup rbac.authorization.k8s.io
132 kind Group
133 name neuro-admin
134

135
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136
137 | apiVersion rbac.authorization.k8s.io/v1
138 | kind RoleBinding
139 | metadata
140 name neuro_admin_role binding
141 namespace neuro
142 | roleRef
143 apiGroup rbac.authorization.k8s.io [IpuBsizku ponu
144 kind Role
145 name neuro-admin-role
146 | subjects
147 - apiGroup rbac.authorization.k8s.io
148 kind Group
149 name neuro-admin
150
151 | -
152
153 | apiVersion rbac.authorization.k8s.io/v1
154 | kind RoleBinding
155 | metadata
156 name neuro_operator_role binding
157 namespace neuro
158 | roleRef [IpuBsizku ponu
159 apiGroup rbac.authorization.k8s.io
160 kind Role
161 name view
162 | subjects
163 - apiGroup rbac.authorization.k8s.io
164 kind Group
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165 name neuro-operator
neuro-postgresql.yml

1 apiVersion vl
2 kind Service
3 metadata
4 name postgresql
5 namespace neuro
6 labels
7 app postgresql Hactpoiika BHETpeHHET0 AOCTYMA K
8 spec cepBucy PostgreSQL
9 ports
10 - port 5432
11 name postgresql
12 selector
13 app postgresql
14 sessionAffinity None
15
16
17 ---
18
19 apiVersion vl
20 kind Secret
21 metadata Cosnanue cexpera s J0CTyna K
22 name postgresql-secret cepBucy PostgreSQL
23 namespace neuro
24 data
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Ne HNmsa mapamerpa 3HavyeHHe mapamMeTpa Omnucanue rpynnsl napaMeTpoB
25 pg_password MXEwcDJ30WS8=
26 pg_user c(G9zdGdyZXM=
27
28 ---
29
30 apiVersion vl
31 kind ConfigMap
32 metadata
33 name postgresql-config
34 namespace neuro
35 labels
36 app postgresql
37 data
38 pg_hba.conf |
39 local replication all peer
40 host replication all 127.0.0.1/32 md5
41 host replication all : 1/128 md5 Koudurypanus cepsuca
42 PostgreSQL
43 local all postgres ident
44 local all all md5
45 host all all 127.0.0.1/32 md5
46 host all all : 1/128 md5
47 host all all 0.0.0.0/0 md5
48 postgresql.conf |
49 data_directory = '/var/lib/postgresql/data/db'
50 hba_file = '/etc/postgresql/13/main/pg_hba.conf'
51 ident_file = '/etc/postgresql/13/main/pg_ident.conf’
52 external_pid_file = '/var/run/postgresql/13-main.pid'

53
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Ne HNmsa mapamerpa 3HavyeHHe mapamMeTpa Omnucanue rpynnsl napaMeTpoB
54 listen_addresses = '*'
55 port = 5432
56
57 max_connections = 300
58 superuser _reserved connections = 3
59 unix_socket_directories = '/var/run/postgresql'
60
61 # - SSL -
62 # ssl = off
63 # ssl_cert file = '/etc/ssl/certs/ssl-cert-snakeoil.pem’
64 # ssl_key file = '/etc/ssl/private/ssl-cert-snakeoil key'
65
66 shared buffers = 1GB
67 work mem = 50MB
68 maintenance_work mem = 1GB
69 autovacuum_work mem = 1GB
70 dynamic_shared memory_type = posix
71 synchronous_commit = off
72
73 checkpoint_timeout = 10min
74 max_wal size = 1GB
75 min_wal size = 80MB
76 checkpoint_completion_target = 0.9
77
78 effective_cache size = 1GB
79 log line prefix ='%m [%p] %q%u@%d '
80 log timezone = 'Europe/Moscow'
81
82 cluster_name = '13/main’
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83 stats_temp_directory = '/var/run/postgresql/13-main.pg_stat tmp'
84
85
86 # - Locale and Formatting -
87 datestyle = 'iso, dmy'
88 timezone = 'Europe/Moscow'
89 Ic_messages ='rTu RU.UTF-8'
90 Ic_monetary ='ru RU.UTF-8'
91 Ic_numeric ='ru RU.UTF-§'
92 Ic_time ='Tu RU.UTF-8'
93
94 default text search config ='pg catalog.russian’
95
96 include dir = 'conf.d'
97
98 ---
99
100 | apiVersion apps/vl
101 | kind StatefulSet
102 | metadata
103 name postgresql
104 namespace neuro
105 | spec [TapameTpsl pa3BepTHIBAHUS
106 serviceName "neuro-dbus-pg" cepsuca PostgreSQL
107 replicas 1
108 selector
109 matchLabels
110 app postgresql
111 template
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112 metadata
113 labels
114 app postgresql
115 spec
116 imagePullSecrets
117 - name nexus-docker-registry
118 containers
119 - name postgresql
120 image Od;.xllops.ec—leasing.ru/postgis/postgis: 13-
121 ports
122 - containerPort 5432
123 name postgresql
124 env
125 - name POSTGRES USER
126 valueFrom
127 secretKeyRef
128 name postgresql-secret
129 key pg_user
130 - name POSTGRES PASSWORD
131 valueFrom
132 secretKeyRef
133 name postgresql-secret
134 key pg_password
135 - name PGDATA
136 value /var/lib/postgresql/data/db
137 volumeMounts
138 - name postgresql-data
139 mountPath /var/lib/postgresql/data




_23.-

ECBM.62.01.29.682.001.91

Ne HNmsa mapamerpa 3HavyeHHe mapamMeTpa Omnucanue rpynnsl napaMeTpoB
140 - name pg-config
141 mountPath /etc/postgresql/13/main/pg_hba.conf
142 subPath pg_hba.conf
143 - name pg-config
144 mountPath /etc/postgresql/13/main/postgresql.conf
145 subPath postgresql.conf
146 volumes
147 - name pg-config
148 configMap
149 name postgresql-config
150 volumeClaimTemplates
151 - metadata
152 name postgresql-data
153 spec
154 accessModes [ "ReadWriteOnce" |
155 storageClassName peraspera-blade-center-2-ssd
156 resources
157 requests
158 storage 10Gi

neuro-analyzer.yml

1 kind Service
2 apiVersion vl
3 metadata Hactpoiika BHyTpeHHET0 TOCTYyIa K
4 name neuro-analyzer cepsucy Neuro-Analyzer
5 namespace neuro
6 spec
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7 selector
8 app neuro-analyzer
9 ports
10 - port 8080
11 name http
12
13 -—-
14
15 apiVersion vl
16 kind Secret
17 metadata
18 name neuro-analyzer-secret Co3panue cexpera Ui OCTyIIa
19 namespace euro cepsuca Neuro-Analyzer k cepBucy
PostgreSQL
20 data
21 db_user bmV1ecm9tfdXNlcg==
22 db_password bmV 1ecm9tfdXNlcg==
23
24 -—-
25
26 apiVersion apps/vl
27 kind Deployment
28 metadata
29 name neuro-analyzer
30 nhamespace neuro [TapameTpsl pa3BepThHIBAHUS
31 labels cepsuca Neuro-Analyzer
32 app neuro-analyzer
33 spec
34 replicas 1
35 selector
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36 matchLabels

37 app neuro-analyzer

38 template

39 metadata

40 labels

41 app neuro-analyzer

42 spec

43 imagePullSecrets

44 - name nexus-docker-registry

45 containers

46 - name neuro-analyzer

47 image devops.ec-leasing.ru/neuro/neuro-
analyzer:release

48 imagePullPolicy Always

49 volumeMounts

50 - name configs

51 mountPath /config

52 env

53 - name PROFILE

54 value production

55 - name TZ

56 value Europe/Moscow

57 - name DB _USER

58 valueFrom

59 secretKeyRef

60 name neuro-analyzer-secret

61 key db_user

62 - name DB PASSWORD

63 valueFrom
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64 secretKeyRef
65 key db_password
66 name neuro-analyzer-secret
67 ports
68 - containerPort 8080
69 name http
70 protocol TCP
71 volumes
72 - name configs
73 configMap
74 name neuro-analyzer-config
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2.2 Hudopmauus, He0OX0AUMMAS ISl IKCILIyaTALUN

Okcmutyatauus mnporpammbl  «Peraspera NeuroDoc» ocymiecTBiseTcss aIMUHUCTPATOPOM C
UCTIOJIb30BAHUEM MPOTPAMMHBIX MPOIYKTOB, MPEACTABICHHBIX B HIKeNpuBeaeHHoW Tabmuue (Tabnuua
3).

Ta6auna S — IlepevyeHb NPOAYKTOB /1l KOH(PUTYPHPOBAHUSI © MOHUTOPHHIA KOMIIOHEHT

nporpammel «Peraspera NeuroDoc»

Ne IIpoaykr Ha3nauenne

4 Kubernetes Dashboard Kondurypuposanue u ynpasienue Kubernetes:

- pa3BOpauMBaHUE KOHTECHHEPU3UPOBAHHBIX NPUIIOKCHUN B
knactepe Kubernetes;

- KOHOQUTYpUpOBaHHE  CICIHAIU3UPOBAHHBIX  PECYpPCOB
Kubernetes (Deployments, Pods, Replica Sets u ap.)

- MOHHTOPHHI BBITOJHSIOMIUXCS MPUIIOKCHUI;

- MOHUTOPHHTI U yNpaBJIEHHUE pecypcamu KiiacTtepa

6 Keycloak VYnpasieHue noacucTeMoit HHGOpMaIMOHHON 0€30IacHOCTH
- cO3/1aHue U KOHPUTYpUPOBaHHUE POJICH;

- CO3/1aHuE U KOH(PUTypUpOBaHHE MOJIb30BATEICH;

- YIpaBJIEHHE JOCTYIIOM IOJIb30BATEICH K IPUIIOKEHUSM.

s skermyaranuu nporpaMmsl «Peraspera NeuroDoc» ¢ Lenplo pelieHus NPUKIAIHBIX 3a1ad
pa3pabaTbIBaOTCs CHEIHATU3UPOBAHHbIE KOHTEHHEPU3UPYEMbIEe MPHUIOKEHHS, PELIAIOIINE KOHKPETHYIO
3ajady. Takue TPWIOKEHUS MOryT OBITh HamMCaHbl Ha JIO0OM SI3bIKE MPOrPAaMMHUPOBAHMUSA,
MOJJICPKUBAIOIIEM KOHTeHHepu3anuio ¢ ucnonb3oBanueM docker (mampumep: Java, python, nodelS).
Tunel npunoxeHni, pa3padaTeiBaeéMbIX IS UCIIOJIHEHHS B cpesie nporpammbl «Peraspera NeuroDocy, u
HCIIONIB3yEMBIE UMU IPOAYKTHI, BXOAAIIME B cocTaB mporpaMmmsl «Peraspera NeuroDoc», puBeeHbI B
HIKenpuBeaeHHoU Tabmuie (Tabmuma 6).

Tabauna 6 — Tunsl npuiiokeHnii, pa3padaTbiBaeMbIX I HCIIOJHEHHUS B cpejie MPOorpaMMbl

«Peraspera NeuroDoc»

Ne Tun npunoxeHui Hcnoabayembre esapb ucnosab3oBanus
NMPOAYKTHI

1 ITpunoxxenus s Keycloak AyTeHTUDUKAIMS U aBTOPU3ALIUS
cbopa TaHHBIX U3
OTKPBITHIX HCTOYHUKOB

2 AHanmuTHueckue TensorFlow Serving | B3aumopeiicTBue ¢ MoaensiMu
CEPBHCHI MAIIMHHOTO O0yYeHUs AJIsl ONyYeHUs

PE3yJIbTaTOB AaHATUTUKU
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B3aUMOJIEHCTBUS C

I1OJIB30BATCICEM

. Hcnoab3yemble
Ne Tun npunoxeHui Hesap ucnosab3oBanus
NPOAYKTHI
Keycloak AyTeHTUDUKAIMS U aBTOPU3ALIUS

4 I'padst Tensorflow g | TensorFlow Serving | Cpena ucnionnenus

BBITTOJIHEHUS

TEH30PHBIX

BBIYMCIICHUI
5 ITpunoxxenus s Keycloak AyTeHTUDUKAIMS U aBTOPU3ALIUS
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JUCT PETUCTPAIIMA U3SMEHEHU

Hsm.

Howmepa scroB (cTpanu)

n3me-
HCHHBIX

3aMe-
HCHHBIX

HOBBIX

AHHYJIHPO
-BaHHBIX

[Bcero nucToB

(ctp.) B
JOKYMEHTE

Ne
JIOKyMEHTa

Bxomsmuii
Ne conpoBoauTesnb-
HOTO
JIOKYMCHTA

TTonmmce

Jlara




